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As possibly one of the first law firms in Hong Kong to make the
move to Microsoft Office 365, a cloud-based service, for legal
document management, 'm happy to share our experiences
with my fellow practitioners. For those considering this move, I
hope to make the case that the benefits are worthwhile.

After about eight months in the proverbial cloud, I must say
that our firm (comprising of 8 lawyers and some 12 supporting
staff) is happy with the technological leap forward. Reverting to
our old ways now seems unthinkable.

BEFORE OFFICE 365

Prior to Office 365, we resembled many other law firms in
Hong Kong. We were using a somewhat dated version of Micro-
soft Office, with which we were reluctant to spend the effort on
upgrading. Our email service was hosted by our domain
registrar, and everyone in the office was using Microsoft
Outlook on their PCs for email and contacts management
(mostly client information such as office addresses, phone
numbers, and email addresses), resulting in multiple copies of
individual pieces of information residing in decentralised PCs.
As a result, in addition to the great deal of duplicated informa-
tion, there was also a lot of unnecessary effort involved.

Our firm’s case documents lived in a file server connected to a
Network Attached Server (NAS). We diligently managed daily
data backups and maintained the IT infrastructure ourselves.
Fortunately, we managed to avoid disaster including fire, flood,
and ransomware attack.

WHY WE MADE THE MOVE

While we discovered many unforeseen benefits after switching
to Office 365 (to be discussed later), I was initially compelled to
consider it for the following reasons.

Mobility

The sheer frustration of accessing documents remotely was the
primary driving force. I am a lawyer who travels frequently to
attend client matters, and remote access to law firm file
information is vital. However, outside of the office, using a
VPN/cloud-NAS to access documents stored on a file server is
typically slow and clumsy. Online editing is generally unavail-
able, with documents needing to be downloaded, edited, and
then uploaded again. With Office 365, I can access and edit
documents from anywhere using my laptop, iPad, web browser,
or simply my mobile phone.

Access for external consultant-lawyer

Some solicitors practise on a self-employed consultancy basis.
They focus on introducing client business to the law firm but
are generally not required to work full-time on legal-technical
matters. However, they still need to be appraised of the matter
progress. Therefore, occasional unfettered access to the matter
files is essential for maintaining business relationships with
clients. With Office 365, I can provide them with controlled
offsite access to the files they need, without a lot of emailing

back and forth.
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Saving in fees

While there are many different Office 365 packages to choose
from, the most commonly chosen is the one with a base price of
just HK$97 per user per month. The number of subscriptions,
as well as the choice of package, can be adjusted according to
the manpower requirements of the firm. During the summer,
we have an influx of interns, so we increase the subscription
volume. When summer is over, we simply reduce it and pay
lesser fees. Gone are the days of purchasing a perpetual licence
for Microsoft Office Professional at roughly HK$3,000 per user,
with additional fees payable upon upgrade.

RISK MANAGEMENT

All practitioners are aware of our general duty to keep client
matter information confidential and not to divulge information
to third-parties, unless it is with the client’s consent.

One way to maintain the integrity of the data stored on the
cloud is to encrypt the electronic data files prior to them being
transmitted to the Office 365 platform. SharePoint and OneDrive
engage SSL/TLS connections over the internet with 2048-bit keys.
For data at rest, both disk-level and file-level encryption is used.
BitLocker is used to encrypt all data on disk (e.g. database files)
while each file (or file chunk with large files) is encrypted using
its own encryption key. Both types of encryption use encryption
keys that are stored in physical locations separate from the data.
And both use Advanced Encryption Standard (AES) with 256-
bit keys, which is US Federal Information Processing Standard
(FIPS) 140-2 compliant. Theoretically, it will take an unauthorised
person hundreds of years to decrypt such files, even if they made
use of the most powerful computers and algorithms available.

From a best practice point of view, it is desirable to include a
statement in a law firm’s retainer letter, making clients aware of
your law firm’s use of third-party cloud storage.

IN CONCLUSION AND THE WAY
FORWARD

Our move to Office 365 has had a positive
impact on our firm in general, and on
myself in particular. I am no longer worried
about the state of our hardware, backups,
or software upgrades. While our files are
securely accessible from anywhere, they
are safe from ransomware attack or any
other disaster. When it comes to combating
computer malware, I don’t think any
lawyer or IT service provider in town can
do a better job than Microsoft. Norton/
Kaspersky internet security software is now
history for my firm.

Initially, we were apprehensive about
moving to the cloud. But after careful
analysis of the risks, the chief concern was
how our team would adapt to the new
system. After a short parallel run in the initial phase - to iron out
typical user inertia towards change — everyone now continues
to create and manage documents using familiar tools and has
been provided with more flexibility in how and where to work.
Not to mention that the several typhoons last year did nothing to
interrupt my firm’s business operations.

I could have continued as I always had, but technology and
people are changing, and I wanted to move with the times. In
any case, the younger, always-connected workforce — who have
grown up with smartphones, social media, and search engines —
expect to have anywhere anytime access to the latest information.
I want to acquire and retain these bright young people on my
staff and enable them to do their best for the firm.

Looking forward, making use of Office 365, I want to implement
a flexi-office or home-office mode of work for the law firm to
the fullest extent possible. Ideally every team member will, by
default, work from home, with the physical office serving the
prime purpose of a being a meeting place with client. Hopefully,
this will save rental costs by reducing redundant office space. It's
not even that much of a remote possibility. If TaoBao can empty
the previously bustling streets of shoppers in mainland China,
then Office 365 could be instrumental in lowering law firms’
demands for office space.

Overall Office 365 has offered my firm higher productivity and
staff retention capability, which in return has reduced cost and
increased revenue. For my part, I thoroughly enjoy working
between the cloud and the swimming pool. But wife stands to

benefit the most, now that I can spend more time at home with
her.

By Andrew Law, Robinsons, Lawyers
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